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Fig. 1 Packet capture points.
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Fig. 2 An error indication of Internet connection
in Windows 10.
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Fig. 3 An error indication of Internet connection
in Android 6.0.
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Fig. 4 A time diﬀerence.
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Fig. 5 An expected error.
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Fig. 6 The network diagram of the evaluation.
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Table 1 Equipment.
name role
Router NAPT
AP 1 NAPT/AP
AP 2 NAPT/AP
AP 3 NAPT/AP
AP 4 NAPT/AP
Sniﬀer 1 Capturing packets passing through the AP1
Sniﬀer 2 Capturing packets passing through the AP2
Sniﬀer 3 Capturing packets passing through the AP3
Sniﬀer 4 Capturing packets passing through the AP4
Client 1 A wireless LAN client
?MacBookPro 13-inch, Mid 2012
?Windows 10 Pro 64bit (Boot Camp ??)
Client 2 A wireless LAN client
?Gigabyte GB-BXCE-2955
?Windows 10 Enterprise 64bit
Client 3 A wireless LAN client
?Xperia X Performance
?Android 6.0
Client 4 A wireless LAN client
?Xperia Z4
?Android 5.0
? 2 ?? LAN ?????????
Table 2 The pattern of WLAN associations.
Client 1 Client 2 Client 3 Client 4
Case 1 AP 1 AP 1 AP 1 AP 1
Case 2 AP 1 AP 3 AP 2 AP 4
Case 3 AP 3 AP 4 AP 3 AP 4
Case 4 AP 1 AP 3 AP 1 AP 2
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? IP?????????????????????
????????????????????????
????? AP ?????????????????
????????????????????????
???????? OS??????????????
4. 2 ???????
???????????????????????
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???????????? NAPT????????
???NAPT??????????????????
????tcpdump ???????????????
????????????????????????
??tcpdump ?????????????????
??????????????????HTTP ??
? GET ?????????????AP ????
????WPA2 Personal ? CCMP ???????
??AP? 2.4GHz?? IEEE 802.11g??????
?????????? AP??????? LAN??
????? AP ?????????????????
RaspberryPi B+??? LAN??????????
??????? LAN ????? Planex GW-900D
????????????????????????
??SSH????????
4. 3 ???????
???????????????????????
? 2??????????????????????
????Windows?????? 7??Android??
???? 8?????????Case 1???????
????????OS??????????????
????????????????????Windows
?????? 9??Android?????? 10????
? 7 ????????Windows?
Fig. 7 The time diﬀerences in the matched data
(Windows).
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? 8 ????????Android?
Fig. 8 The time diﬀerences in the matched data (An-
droid).
? 9 ?????????Windows?
Fig. 9 The time diﬀerences in the unmatched data
(Windows).
? 10 ?????????Android?
Fig. 10 The time diﬀerences in the unmatched data
(Android).
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Table 3 The list of standard deviation of time diﬀer-
ences [sec].
Windows Android
??? ???? ??? ????
(Group A) (Group B) (Group C) (Group D)
0.4689 2.1646 0.7684 5.2711
0.1454 2.1501 0.6191 3.7761
0.2760 1.8913 0.7712 3.5256
0.9849 3.2387 0.8275 4.7080
0.1774 1.9058 0.6040 5.6657
0.2857 1.7357 0.6225 5.6248
0.1369 0.7088
CPD???? HTTP?????????????
????????????????????????
????????????????????????
????????????????????????
????????????????????????
???????
???????????????????AP? IP
????????????????????????
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????????????????????????
????????????????????????
???????OS??????/?????????
?????? 3 ????Windows ????????
Group A?????Group B??????????
??Android ???????? Group C ?????
Group D ???????????????????
????????????????????????
? 0.05??????? OS????????????
????????????????????????
????????????????????????
????????????????????????
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???????????????????????
????????????? AP?????????
???????????????????3. 3???
?????????? AP???????? AP??
???????????
4. 4 ? ?
???????????????????? −1.5
??? 2.0??????????? 7?? 8?????
????????????????????????
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